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Abstract
The Internet of Things (IoT) and the Cloud Computing are among the main technologies influencing the quality and

efficiency of our social and economic activities. Their importance is quite notable in several areas such as remote medical care
and healthcare monitoring systems. These later face difficulties most of them are the expensive costs for the chronic diseases
and the hospitals charges specially during the pandemic time. All these issues have led to the creation of new solutions for
enhancing the quality of the healthcare systems. In this paper, we focus on the network architecture security including healthcare
monitoring systems based on IoT and Cloud Computing. We present a recent review on the research field and we propose a
secure solution based on lightweight cryptography in accordance with the limited resource environments within which health
data are exchanged. The proposed solution is guaranteeing data confidentiality and ensuring integrity and authenticity. ©2019
All rights reserved.
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1. General Introduction

In the last 30 years, the Internet of Things (IoT) has seen a rapid development in all areas. According
to Dr. Ujjwal Rao [10], for every 100 hospitals, there are 14 medical errors each year; which means that
43 million patients are exposed to health risks. In a recent study related to Melbourne [10], for 4 months
almost 61.5% of patients have at least one medication error. In addition to these issues, one can notice that
there exist other constraints related to medical resources demonstrating a serious fact on the quality care
of the patients because the lack of professional environments providing nurses and doctors, and the high
costs of medical and medication especially for chronic diseases. These issues lead to innovative solutions
such as healthcare monitoring systems based on IoT and Cloud Computing where the patient can wear
devices that collect the body’s data such as temperature, heartbeat, etc. The collected data are sent to
the supervisors (doctors) for analysis. We note that these personal data could face some risks from their
exposition to passive or active attacks. Thus, there is a huge need to secure these sensitive data from the
source to the destination and vice versa. The objective of our wok is to contribute with cryptography for
securing the medical data exchanged over constrained environments. We target the design of a global
solution that guarantees confidentiality and authentication. The rest of this paper is structured as follows.
In section 2, we provide a deep review of the main works in the literature. In section 3, we describe our
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proposed solution based on lightweight cryptography. We close the article with a conclusion and some
recommendations for a future work.

2. Review of relevant literature

The healthcare surveillance systems are mechanisms geared to taking care of human health where
medical data are exchanged on networks encompassing Internet of Things (IoT) and cloud computing
technologies. The interest in this field has attracted the attention of a large number of researchers, espe-
cially with the spread of the Covid-19 pandemic, which has led to the overcrowding of hospitals. Remote
medication for chronic disease is needed in heightened pandemic circumstances. In our contribution, we
present a review of some recent and relevant works published between 2012 and 2020 and dealing with
healthcare monitoring systems.

In 2020 [1], the authors presented a model of health monitoring based on such sensors as ZigBee,
RFID Tags, mobile phone sensing, WSN measurement nodes attached to WSN gateway, database and
web server for storage. The model is divided on four main parts where the first part is the collection
of data; its contains three sensors used to collect the human body information such as the temperature,
the heart rate and the oxygen saturation. The second part corresponds to the transmission of data to the
cloud. The third part corresponds to the reception of the data; and the last part is the monitoring of the
data. Four layers were used: Wireless sensor layer, network layer, Internet layer, service layer where the
sensor sends the information to the network layer, and cloud-computing layer. The proposed solution
fails to discuss and to guarantee the security aspect of the transmitted data.

In 2019 [2], an extended architecture based on three layers, including patient, cloud and doctor was
presented. The first layer is a biomedical sensor that collects the data of the patient like the oxygen or
temperature, it encrypts and send the data to the cloud using the Wi-Fi with IoT system with three basic
sensors. To avoid man in middle attacks, data stored on the cloud layer are encrypted with AES 128-bits.
The last layer is the doctor/specialist layer where the doctor can log into the cloud to read the patient’s
information, and to check if there are any unusual activity and emergency case. Authors show the benefits
of the system like Wi-Fi based connection that gives fast connection and low power between the patient
module and the doctor module. Unfortunately, this system is vulnerable to Wi-Fi attacks.

In 2017 [3], Chen et al. presented a scheme for healthcare management. The patient can upload
or download the data on health information after being authenticated. A key generation center (KGC)
and public and secret keys are used. The system uses an IoT medical sensor that collect the patient’s
biological data and a mobile device connected with IoT sensor. A GPS localization of the patient is used
for emergency. The KGC generates the keys by using a unique ID for every user during the registration
phase in the KGC, plus the contact information and an International Mobile Equipment Identity (IMEI).
The KGC sends the keys to the users and it generates the certification for the authentication part as it is
shown on figure 1.
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Figure 1: Intelligent and health monitoring system architecture [3].

The data sent to the hospital from the patient transit from a cloud’s database using a digital signature,
a decryption mechanism is started. The IoT sensor gets the biological data and send it to the mobile
phone using the cloud public’s key to encrypt the data and to send them to the cloud with a certification.

A smart health solution monitoring was proposed in 2017 [4] regarding an IoT and a cloud computing
architecture using a machine learning classifier to detect the pathology. The system framework captures
the signal through the IoT sensor and send it to the gateway device which is a smart phone, then the
cloud receives the uploaded data to be analyzed by the doctor. The authentication of the communicating
entities is verified on the cloud server. The machine learning algorithm classifies the signals as normal
or pathological using the learning machine classifier. Nevertheless, the learning machine needs a time to
learn in addition to the requirement of an expensive server.

Preda et al [7] proposed in 2017 a healthcare IoT-Cloud architecture with a sensing service targeting
the enhancement of the sensor accessibility as described on figure 2.

Figure 2: A Cloud-IoT Based Sensing Service for Health Monitoring [7].

The work deals with the IoT and the cloud considering that the IoT’s devices are very limited and
the cloud is virtually unlimited in the storage. A proposition for facing these issues is that the cloud
will benefit from the flexibility of the data dynamic storage, reinforced by a secure accessibility of the
patient’s data. The architectural solution is based on three layers: Data collection, Data management and
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Application service. Moreover, the smart hospital network is based on six layers: Data Processing, Data
Integration, Cloud Computing, Network Structure, Knowledge Reasoning Layer, and Visualization Layer.

Soyata et al. [6] presented in 2015 an emulsion of health monitoring systems through various phases:
Data Acquisition, Data Transmission, and Cloud Processing. The work recommended machine-learning
techniques as illustrated on figure 3.

Figure 3: Components of a remote patient monitoring system based on IoT-Cloud architectures [6].

Some problems are discussed like the battery that cannot be rechargeable or replaceable and the low en-
ergy that can be a challenge in the data quality. Authors recommended pattern recognition and machine
learning techniques in the wearable sensors. However, the used machine learning methods needed a time
to deal with this type of industry.

In [5] (2013) authors presented a platform for a secure monitoring and sharing generic data in the
cloud through smartphones, Bluetooth, sensors and cloud technologies as shown on figure 4.

Figure 4: Platform for a secure monitoring and sharing of generic health data on the Cloud [5].

Some privacy problems were solved by using a proxy server that re-encrypt the data before to be
transferred to the last user.

In 2012 [8], Zhang et al published a tele-medicine secure platform based on Internet of Things and on
the cloud; they discussed the most communication protocol used to overcome the authentication and the
security issues as demonstrated on figure 5.
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Figure 5: A Platform Based on IoT and Cloud Computing for Ambient Aiding Living and Telemedicine [9].

The model secures the communication using a coupling between SSL protocol (Secure Sockets Layer)
and Remote Method Invoking (RMI). The quality of service (QoS) is improved in a dynamic environment
on the cloud supporting the health monitoring systems. Some problems were detected and were related
to IoT interoperability, system security, and streaming QoS.

3. A proposed lightweight and secure solution for health monitoring

According the review above, we propose a secure solution for healthcare monitoring systems encom-
passing IoT and cloud. The proposed solution targets the security of the transmitted health data; it also
aims to reduce the energy consumption in a resource-limited environment as illustrated on figure 6. It is
mainly based on a lightweight cryptography guaranteeing authenticity, data integrity and confidentiality.

Figure 6: The proposed lightweight cryptographic solution.

To ensure data integrity and authentication, we propose the use of some lightweight hash functions
standardized by the NIST. The solution is applied according to three layers: Collection layer, Transmission
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layer and Receiving layer: The sensor collects the data from elder’s body, then send them to the smart-
phone using a local area network or a Bluetooth technology. The used sensor is depending on the health
situation of the patient’s such as an Electrocardiogram (ECG) for hearth muscle or an electrocardiography
for muscles activity (EMG). The encryption system will be installed on the smartphone to save the energy
in the sensors as much as possible. To authenticate the patient, we propose to use a hash function where
the mechanism is described on figure 7. On figure 7,‘D’ represents the input data, ‘F’ the lightweight hash
function, ‘E’ the encryption algorithm and ‘D’ the decryption algorithm.

Figure 7: Integrity and encryption solution.

The application will be installed on the patient’s smartphone where the data are encrypted by a
lightweight encryption algorithm and the hash value is generated with a lightweight hash function. The
whole data (encrypted and hash) are sent through the transport canal. From the other side, the server
will decrypt the data, calculate a new hash value and then perform a comparison between the two hash
functions to ensure integrity and authentication.

4. Conclusion

In this paper, we presented a recent review on some selected healthcare monitoring systems on IoT
and cloud environments. We raised some issues related to the security of these systems. To overcome
these issues, we proposed the use of the lightweight cryptography, especially a lightweight hash func-
tion standardized by the NIST in order to ensure integrity and authentication. In the same context, we
recommended the use of the symmetric algorithm AES-128 for the protection of the sensitive data. The
algorithm AES-128 is fast and secure, and it is considered by the NIST as a lightweight cryptographic
algorithm suitable for data protection on constrained environments.
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